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Social media has transformed the way that friends and even acquaintances interact, creating an 

entirely new alternative to traditional modes of communication. But is it possible that the 

“social” aspect of social media is becoming a misnomer?  

A recent survey of marketing professionals revealed that 83 percent of respondents held 

social media to be an important part of their business strategy.
1
 This statistic is not surprising, as 

Experian reports that Facebook alone garners 20 percent of all internet page views in the U.S.
2
 

Perhaps even more attractive from a commercial standpoint, social media presents an enormous 

consumer audience at which businesses can aim their outreach and marketing efforts.
3
 

 

Who Controls What? 

With these impressive statistics, however, come new challenges that have yet to be fully 

appreciated by the law. Suppose a business encourages its employee to use social media to 

increase brand exposure and promote its goods and services. The employee dutifully posts 

content on various social media networks, and eventually develops a substantial following 

among users of the networks. This, of course, is welcome news for the business, which now 

benefits from the opportunity presented by social media. One day, though, the employee gives 

notice and leaves the company for new, albeit related, work. In an action between the employer 
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and the employee for control of the social media accounts, who will prevail? Will the employer 

be able to state a proper claim that the employee’s large online following is akin to a client list, 

and may therefore be proprietary? Alternatively, can the employee rely on a variant of his 

personal right of publicity to exclude the employer from seizing the social media account? 

As it turns out, these are precisely the facts of a case recently pending in a federal district 

court. Mobile technology review website PhoneDog hired Noah Kravitz as a reviewer and video 

blogger in 2006.
4
 Over the course of Kravitz’ employment, PhoneDog provided him with the 

Twitter handle “@PhoneDog_Noah” through which he could promote the website and his own 

content.
5
 During his four-year employment Kravitz amassed approximately 17,000 followers of 

this Twitter account, many of whom presumably “followed” Kravitz to receive updates on 

mobile technology.
6
 The conflict arose when Kravitz left PhoneDog in October 2010 and shortly 

thereafter ignored PhoneDog’s requests to have the Twitter account returned to its control.
7
 

Kravitz subsequently altered the Twitter handle from “@PhoneDog_Noah” to “@noahkravitz.”
8
 

The dispute turned on ownership and control of the Twitter account, which served as a direct 

gateway to many thousands of uniquely interested consumers. 

 

Protectable as Intellectual Property? A “Non-Secret Secret”? 

PhoneDog in its complaint contended that access to the account, namely, the username 

and password used to sign in and interact with followers, is protected as a trade secret. Trade 

secret protection serves as an alternative to patent protection for companies that aim to protect 

unpatentable information or do not wish to engage in the quid pro quo of the patent system. 
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Trade secrets maintain immense value for U.S. companies that choose strict self-protection of the 

information in question over the more absolute, but time-limited rights granted by a patent. Trade 

secret law generally protects information that derives independent value by not being generally 

known or easily deduced, and that is subject to reasonable efforts to maintain secrecy.
9
 As a 

common example, confidential client lists can be protected as trade secrets if a company 

develops a database of interested clients, maintains its secrecy, and the list has economic value. 

This protection is governed exclusively by state law; however, adoption of the Uniform Trade 

Secrets Act by 46 states reduces irregularity between jurisdictions.
10

 Courts rely on a sliding 

scale to determine whether a trade secret exists, examining factors such as the extent to which 

the information is known, the extent of protective measures, the value of the information, the 

resources expended in developing the information, and the ease with which the information 

could be properly acquired.
11

  

With this analysis in mind, trade secret law in its traditional sense almost certainly would 

not give PhoneDog a cause of action against Kravitz for misappropriation of its Twitter 

followers. In fact, it is likely that the followers themselves do not constitute trade secrets to begin 

with. In the age of online networking and instant communication, there is no doubt that access to 

a large number of interested consumers carries immense value. With immediate access to a 

captive group of followers, a company’s Twitter account can be an effective way to notify 

consumers of a new product or simply boost brand recognition. However, value is not the only 

consideration in determining whether a trade secret exists. Indeed, the second overarching 

consideration, secrecy, weighs heavily against the Twitter followers being treated as a trade 
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secret. Lists of followers on Twitter are fully accessible by the public. As a matter of common 

sense, then, it seems contrary to public policy and the basic tenets of trade secret law for the so-

called client list to be protectable. 

Alleging that PhoneDog failed to state a reasonable claim for relief in its trade secret 

misappropriation claim, Kravitz filed a motion for summary judgment. Despite the unlikeliness 

of trade secret protection for the Twitter followers themselves, the district court held that 

PhoneDog had not necessarily failed to state a claim in its complaint against Kravitz.
12

 In other 

words, the district court, by denying Kravitz’ motion, suggested that PhoneDog might be able to 

plausibly argue that the social media account was protectable as a trade secret.
13

 

The PhoneDog case is not alone in calling into question the limits of current intellectual 

property law in employment relationships. In a recent federal district court case between an 

employer and a former employee, the court acknowledged that client lists are often protectable as 

trade secrets, since “time, energy and resources may [be] necessary to acquire the level of 

detailed information to build and retain the business relationships.”
14

 This court ultimately 

decided that a client list freely accessible via the internet was not a trade secret, however, due to 

the “exponential proliferation of information made available through full-blown use of the 

internet.”
15

 Conversely, a Colorado district court in 2012 denied a motion to dismiss in a dispute 

as to whether a list of friends on the MySpace social network is protectable as a trade secret.
16

 

Finally, demonstrating the expansive reach of modern intellectual property case law, a case in 

another federal court recently centered on whether an employee has ownership rights to a 
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personal LinkedIn account when that account was used for business purposes in a previous 

employment relationship.
17

 

While perhaps limited to specific facts, pending cases and their decisions suggest that 

intellectual property, and more specifically trade secret law, may be expanding to encompass 

previously unimagined sources of commercial value. Ultimately, one of the most challenging 

issues currently facing intellectual property law is how far protection can extend in a sphere such 

as social networking, where business gain and personal use are inherently intertwined. No longer 

do employees leave their personal eccentricities behind when they go to work to promote a brand 

or product. Instead, a user who develops goodwill by posting useful, engaging information with a 

healthy dose of entertainment is vastly more likely to flourish on social media than a user who 

posts solely for utilitarian purposes. In social media, there is more to success than convincing 

users of professional competence. Social media values a balance of information personal and 

professional. 

  

Value Not Necessarily Decreased by Access to Customer Information 

Because one of the overarching goals of trade secret law is to protect the value of 

information that a business expends resources in developing, trade secret protection serves as an 

optimal starting point for protecting customer contacts in the age of social media. As PhoneDog 

demonstrates, social media contacts on networks like Twitter, although not secret by any stretch 

of the imagination, are often effectively unavailable to consumers. A business cannot simply 

view the social media contact list of a competitor and use it at will. Social media requires that the 

business connect with each individual on the list at the personal level that distinguishes social 
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media from traditional business communications. Social media connections, especially those on 

networks like LinkedIn, often represent professional relationships that must be cultivated, as 

opposed to instantaneous relationships. Users may discern between social media contacts that 

they recognize and those that are unfamiliar to them, thus preventing a competitor from taking 

advantage of another company’s client list. Many social networks encourage these controls, 

further allowing users to hide their accounts from discovery by unknown businesses. In this way, 

obtaining a publicly available list of social media contacts does not necessarily compromise the 

value that the actual holder of the list maintains.  

 

Trade Secrets or Trademarks? 

Beyond the realm of traditional trade secret law, customer lists in the form of social 

media contacts also implicate a degree of consumer goodwill akin to trademark law. Not only 

does social media provide an outlet for businesses to develop swaths of interested followers, but 

more and more frequently it also serves as a vehicle to promote brand recognition with 

consumers. Thus, similar to the way that a traditional trademark protects against consumer 

confusion regarding source, a social media account allows a business to reach out and develop 

recognition among a group of consumers. Consumers may then begin to form associations 

between the social media user posting specific content and the brand he or she represents.  

Consumer association in this area brings up an interesting question: why should 

intellectual property law treat social media differently than traditional employment relationships? 

In PhoneDog, a central issue was whether the court should be concerned with consumer 

perception when Kravitz, a former employee, left the company and changed his Twitter handle 

from “@PhoneDog_Noah” to “@noahkravitz.” If Kravitz gained Twitter followers as a result of 
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his affiliation with PhoneDog, should he be allowed to maintain the social media connections 

post-employment? Critics of intellectual property protection for these contacts might argue that 

using social media for business development is not any different than it was before the internet. 

In this older model, an employee could network through his position to gain professional 

contacts. Later, after leaving the position, the employee would not be prohibited from using these 

contacts, regardless of whether they were originally developed on company time. In the legal 

field in particular, ethical rules permit an attorney in many circumstances to effectively bring 

clients with her during a move between law firms.
18

 It remains to be seen whether courts will 

accept this argument; PhoneDog and other pending cases certainly cast such reasoning into 

doubt.  

Perhaps the most obvious alternative to intellectual property protection is a deferral 

purely to contract law. Employment agreements offer sufficient flexibility to conform to a wide 

variety of industries and account for the specific interests of contracting parties. Certainly, 

companies should establish defined social media policies in order to avoid misunderstandings 

that may arise when the employment relationship falters. But, in an era of accessibility and social 

media pervasiveness, can we expect that all parties will be well-informed of their rights? 

 

Conclusion 

Should intellectual property law concern itself with difficult distinctions between 

personal and professional use of social media? While contract law offers a clear solution to the 

division of rights in social media, businesses, and more importantly, lay users of social media are 

unlikely to protect themselves in the event of a conflict.  
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Intellectual property law can and should prepare to address the shortcomings of 

traditional contract law. Modern case law, focusing on employment disputes between employers 

and former employees, underscores the value of social media to business development. Further, 

although many issues at the interface of social media and intellectual property have yet to be 

realized in practice, these cases reflect that intellectual property law, in particular trade secret 

law, can adjust to cope with new technologies as the issues arise. Just as the law protects the 

value of expression through copyrights, the value of goodwill through trademarks, and the value 

of inventions through patents, intellectual property maintains sufficient flexibility to protect 

valuable business information while continuing to defend users’ rights in their use of social 

media. 


